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PEKOMEH/JALIUH
kianeHTam OO0 «<ADPM» no 3amuTe HHpopMauu
B LleJISIX IPOTUBOACHCTBUS HE3AKOHHBIM (PUHAHCOBBIM OllepalMAM

JesTenbHOCTD, CBA3aHHAS C UCIOJIB30BAaHMEM Ha PHIHKE JOBEPUTEIHHOTO YIPABIICHHUS aKTUBAMU
AJIEKTPOHHO-BBIYMCIUTENbHON TEXHUKH, KOMMYHUKAIIMOHHBIX YCTPONCTB, HECET B ce0€ PUCK MOIYUEHHUS
TPETbUMHU JIMIIAMU HECAHKIIMOHUPOBAHHOTO [JOCTyNa K 3allyiiaeMoll HHPOpMAlMU C LENbIO
ocymectBieHuss oT uMmeHu kimuenra OO0 «ADPM» wim ero ymoJIHOMOYEHHOTO JHIa (PUHAHCOBBIX
oreparii, KOTopble MOTYT HaHECTH yiiepO uHTepecaM kimeHta OO0 «ADMy.

K 3ammmaemoit oTHOCHTCS ciieayromiast HGOPMAIIHS:

— undopmanus, coaepkamascs B JOKYMEHTaX, COCTaBISIEMBIX TPU  OCYIIECTBICHUU
(¢buHaHCOBBIX omepanuii B 31eKTpoHHOM BHae padotHukamMu OO0 «ADPM» u (unm) kaueHtamu OO0
«ADPM» mnd0 X YIIOTHOMOYCHHBIMH JTUIIAMH;

— wuHpopmarms, Heooxogumas OO0 «ADOM» s aBTOpH3allUd  KIMEHTOB W HX
YIOJHOMOYEHHBIX JIMI[ MpPH OCYLIECTBICHUM (PUHAHCOBBIX ONEpaldid U YJAOCTOBEPEHUH IIPaB
pacrnopsiKaTbes JEHEKHBIMHU CPEACTBAMHU, IEHHBIMU OyMaramMu Wi UHBIM UMYIIECTBOM;

— uHpopmanmu 06 ocymiectBaeHHBIX OO0 «ADM» u ero KITMeHTaMu (PMHAHCOBBIX OIEPaLUsX;

— KIo4eBas MHPOpManus CPeACTB KpUNTOrpagpuyeckoi 3amuThl HHPOPMAIIUH, UCTIOIb3yeMast
000 «ADM» U ero KIMeHTaMH NP OCYIIECTBICHUN (PMHAHCOBHIX OTIEPALIUH.

Peanuzamusi pucka TMONydeHUs TPETbUMU JIMIIAMH, B TOM YHCIE 3J0YMBIIUICHHUKAMH,
HECaHKLMOHUPOBAHHOTO JIOCTyNA K 3allMIaeMOi MHQOPMAIMK C IEeJIbI0 OCYIIECTBIEHHS] (PUHAHCOBBIX
omnepaluii MOXXET NPOU30UTH, B YACTHOCTH, B pe3yibTaTe JOCTYNAa TPETbUX JIMI K KOHTPOIIIO
KOH(UTypallMi YCTpPOMCTB, C HUCIHOJb30BaHMEM KOTOphIX kiaueHTamun OO0 «ADM)» coepmiatoTcs
JNEHCTBUS B 1IENSAX OCYIIECTBICHHS (MHAHCOBBIX OIEpalfii, MOJy4eHHe AOCTyNa TPEeTbUX JHI[ K
UIEeHTU(DUKAITMOHHBIM JTaHHBIM KIHEeHTOB OO0 «ADM», ¢ UCTIOIB30BAHHEM KOTOPBIX OCYIIECTBIISETCS
aBTOpHU3ALINS COBEPIIECHUS KIHEHTaMU (DMHAHCOBBIX OMEPALIUK.

Joctyn TpeTbUX JUI K KOHTPOJK KOH(UIypaluu YCTPOMCTB, C HCIIOJIb30BAaHHEM KOTOPBIX
knmueHTamMn OO0 «ADPM» coBepiIaloTcsi ASUCTBHS B IENAX OCYIIECTBICHHUS (PUHAHCOBBIX OIEpalluii,
MOKET OBITh OCYIIECTBJIEH B pe3yJibTaTe YTpaThl (IOTEPH, XHILEHHUS) TAKOIO YCTPOMCTBA, YTpPAaThI
KJIIMEHTOM KOHTPOJIS 32 HUM, a TaKXe B PE3yJbTaTe BO3ACHCTBUS HA HETO BPEIOHOCHOTO MPOrPaMMHOIO
KoJa.

B nensx MUHMMH3alUU pUCKA MOJYYEHUS TPETHUMHU JIMLIAMHU HECAaHKIIMOHMPOBAHHOI'O JIOCTYyMa K
3amuIaeMor WH(poOpManuMu ¢ TENbI0  OocymiecTBiIeHHs (¢uHaHCOBBIX omepanuii OO0 «ADM»
PEKOMEHJIyeT CBOMM KJIMEHTAaM W HUX YIOJIHOMOYEHHBIM JIMLIaM IPUMEHSTh, B TOM 4YHUCJE, HO HE
OTPaHUYUBASCh, CIIEYIOIINE MEPHI.

1. ObGecneyenune 0€30NACHOCTH KOMIBIOTEpPa, CPEACTB 3J1eKTPOHHO-BHIYMCIUTEIbHOW TEXHHUKH,
KOMMYHUKAIIMOHHBIX YCTPOMCTB, ¢ HMCHOJb30BAHHEM KOTOPBIX OCYIIECTBJSIIOTCH (PMHAHCOBBIE
onepanmm:

— HCIOJB30BAHUE TOJBKO JIMIIEH3MOHHOTO MPOrPaMMHOIO OOEeCHeUYeHHs], MOIY4YEHHOro U3
JIEraJIbHOrO UCTOYHHKA,;

— peryisipHoe OOHOBJIGHHME OIEPAllMOHHBIX CHCTEM M YCTaHOBJIEHHOT'O MPOrPaMMHOIO
o0ecrieyeHus yCTpOMCTBa, TMoOJlyueHHEe OOHOBIICHHH ONEpallMOHHBIX CHCTEM U YCTaHOBJIEHHOTO
MIPOrpaMMHOTO OOecTeueHus: TOJIbKO U3 JIETAIbHOTO HCTOYHHKA;

— HCIOJbH30BAHUE AHTUBUPYCHOTO MPOrPAMMHOI0 OOECIICUEHUSI M €ro peryispHoe OOHOBJICHUE,
MOJIyYeHUE aHTHUBHUPYCHOTO MPOTPaMMHOTO OOecreueHHs U ero OOHOBJIEHUH TOJIBKO M3 JIEraJbHOTO
UCTOYHUKA;



— OrpaHU4YCHUC OOCTYyIIa K yCTpOﬁCTBaM MMOCTOPOHHUX JINII;

— WCTHoJib30BaHWE  (YHKIMA  aBTOMATHYECKOW  OJIOKMPOBKHM  yCTPOMCTB B CiIy4ae
HEHUCIIOJIb30BaHuUs U YTEPHU (B TOM YHCIIE — KPATKOBPEMEHHOM ) KOHTPOJISl YCTPONCTB;

— obecrieueHre KOHTPOIS ACUCTBUM TPETHUX JIUL IPU 0OCTY>KUBAHUU U PEMOHTE YCTPOMCTB.

2. Co0uro1eHue NMpaBuil 0€30MACHOT0 MCIOJIb30BAHUS WH(POPMALMOHHO-TEJIeKOMMYHUKAIIMOHHOM
cetu UnTepHer:

— OrpaHMYEHHUE UCIIOJIb30BAaHUSI COMHHUTENbHBIX HNHTEPHET - PECYPCOB, CAMTOB COLMAIBHBIX CETEM,
MIPOrpaMM U CepBUCOB 0OMEHA MTHOBEHHBIMH COOOIIEHUSIMU;

— HE YCTaHaBJIMBaThb W HE COXPAHATH IMONO3PUTENbHBIC (DAiiIbl, TPOrpaMMbl, MOJYYCHHBIE H3
HEHA/IEXKHBIX UCTOYHUKOB, CKAYaHHbIE C HEU3BECTHBIX MHTEPHET - CAUTOB, IIPUCIAHHBIE 110 AIEKTPOHHOU
II0YTE C HEU3BECTHBIX AJIPECOB OT HEM3BECTHBIX OTIPABUTEIIEH;

— He OTBeyaTh Ha MMOJI03PUTEIbHBIE COOOIICHNUS, TOyYCHHBIE C HEU3BECTHBIX aJIPECOB.

3. Oo0ecneyenne 6e30MaACHOCTH ABTOPU3ANMOHHBIX M WIEHTH(PHUKAIMOHHBIX JAHHBIX, YYeTHBIX
3amnucei, mapoJieii focryma:

— HCIIOJIb30BAaHUE HANCKHBIX TMApOJICH, COJEpKAIMUX HE MEHee & pa3IMYHBIX CHMBOJIOB
(coueranue OykB/uup, OOIBIIOr0/MaNIOro PErucTpa);

— HE JIONYCKaeTCs MCIIOJIb30BaHNE B MAPOJISIX M YCIOBHBIX (hpa3ax OOMICM3BECTHBIX WM IIUPOKO
W3BECTHBIX CBEACHHU O KJIHMEHTaX (MMeHa, (paMHiIuu, MaThl POXKACHUs, ajJpeca TMPOKUBAHUS, MapKU U
HOMEPHBIC 3HAKU aBTOMOOMJICH KIIMEHTOB M UX POJACTBEHHHUKOB U T.IL.);

— HE JIONMYCKaeTCs OTKpBITas Iepelnava MapoJiel, aBTOPU3AIUOHHBIX M HICHTU(UKAITMOHHBIX
JAHHBIX KIIMCHTOB, MX XPAaHCHUE B OTKPHITOM BHJIE, B Opay3epax, Ha OyMaKHBIX HOCHTEJISIX;

— peryJsipHoe OOHOBJICHUE MTApOJICH;

— HE JIONYCKAeTCsl WCIOJIb30BAHUE THUIIOBBIX MApOJCH Ui JOCTyNa K Pa3IMYHbIM CHCTEMaM,
UCIIOJIb3YEMbIM KITUCHTAMH.

4. Ob6ecneuenne 0e30MACHOCTH KJI04YeH 3j1eKTpoHHO# moanucu (kaoueit JII) u ucnosab3oBanus
CPEACTB KPUNTOrpapuyeckon 3aluThl HH(POPMALHN:

— XxpaHenue B TaiiHe kmoued Ol m obecrieyeHne coxpanHocTH kiatoded Ol u kiroueBoro
HOCHTEIS;

— TNPUMEHEHHE BCEX BO3MOXKHBIX Mep Ul NpeaoTBpalieHust notepu kiroueit O, packpeitus,
HCKaXEHMSI 1 HECAaHKIIMOHUPOBAHHOTO UCMOIb30BaHMsl Kitoueit Ol1;

— MNpUMEHEHHE TOJBKO  CEPTU(PHUUUPOBAHHOTO  IMPOIPAMMHOIO  OOECIEYeHUs  CpEeACTB
KpUNTOrpadu4eckoi 3amTel HHPOPMAIUH, TTOITYYEHHOTO U3 JIETAILHOTO HCTOYHHKA,

— HEMEJUIEHHOE OOpallleHHe B OpraHu3aluio (yIOCTOBEPSIOUIMIA IIEHTP), BBIMYCTUBILYIO KIIIOUU
Oll, c 3asBNeHHEM Ha NpeKpalleHue NeMcTBUs cepTU(dUKaTa B ciydae MOTEPU, PACKPBITUS, UCKAKEHUS
kimoua OlI, B ciryuae, eciu cTajno U3BECTHO, UTO 3TOT Kirod DIl ucnomns3yercs UM UCHOIb30BAJICSA paHee
JIPYTMMH JIMIIaMH, @ TaKKe B MHBIX cIydasX KoMIpomeTanuu kitouya DIl miam npu moao3peHusx Ha ero
KOMIIPOMETALINIO.

5. O0ecneuenne 0e30MACHOCTH TPH MCHOJH30BAHMM CEPBHCOB YIAJEHHOT0 BbINOJHEHHUSA
(pHAHCOBBIX onepauuii:

— JUId TIONKJIFOYEHHsT W paboThl C CEepBHCAMHU HE JIOMYCKAETCs HCIIOJIb30BAaHWE KOMITBIOTEPA,
CpPE/CTB JIEKTPOHHO-BBIYUCIUTEIBHON TEXHIUKH, KOMMYHUKAIIMOHHBIX YCTPOHCTB TPETHHX JIHII,

— He JIONyCKaeTcsl MOJKIIoueHHe M paboTa C CepBUCAMU C YCTPOMCTB, HCIOIb3YIOLINX
nojKIo4YeHune k oomenocrynnon Wi-Fi ceru;

— 00s3aTenbHOE HCMOJIb30BaHME MPHU MOJAKIIOYEHHMM U paboTe ¢ cepBUcaMH 0€30IacHOro
CEeTEeBOr0 COEAMHEHMs C cepBHcaMu 110 rpoTokosry HTTPS;

— HEeMeJUIEHHOe NpeKpalleHue padoThl € cepBHCAaMH B Cilyyae IOAO3DEHUS Ha 3apa)KeHue

YCTPOMCTB BPEIOHOCHBIM MPOrPAMMHBIM KOJIOM C YBEAOMJICHMEM YIMOJHOMOYEHHBIX COTpyIHHKOB OO0
«ADMy.



Ilpy HeBBLINOJHEHMH WJIM HENOJHOM BbINOJHEHMH HACTOSAIIMX peKkoMeHAanuii Bl
NPUHUMAETe HA ce0sl PUCK OCYIeCTBJIeHUs (PMHAHCOBBIX onepanuii or Bamero uMeHnu JiunamMm, He
00J12/12101IMMH NIPaBOM pacnopsi:keHuss Bammumvu puHaHcoBBIME cpeacTBAMMU.

Hacmoswue pexomenoayuu o puckax noayyeHus HeCaHKYUOHUPOBAHHO20 OOCMYNAd K 3auuujaemotl
ungopmayuu, o sawume uHgopmayuu om B6030elUCmBUsi BPeOOHOCHBIX KOO08 U UX CBOEBPEMEHHOMY
BbIAGNICHUIO U HEUMpAanu3ayuu, 0 Mepax no HnpeodomepaujeHuto HeCaHKYUOHUPOBAHHO20 OO0CMYna K
sawuwgaemou ungopmayuu, 006o0amcesi OO0 «ADPM» 0o ceedenus KiueHmos Ha OCHOBAHUU MPeOOBAHUL
Tonooxcenuss 06 ycmarnosieHuu 00a3amenvHblx 0711 HeKPEOUMHbIX (PUHAHCOBBIX Op2AHU3AYULL MPeOOoBaHUL
K 0becneyenuio 3auumsl UHGopmayuy npu ocywecmsienu 0essmeabHOCmu 6 cgepe QUHAHCOBbIX PbIHKOS
8 Yeusix Npomueooelcmsus OCYWeCmeleHUrw He3aKOHHbLIX (uHancosblx onepayuti Ne T157-11,
ymeepacoennoz2o bankom Poccuu 20.04.2021 a.



